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1 .  S T A T E M E N T  O F  P O L I C Y  
Al l  Ci ty  of  Detroi t  internet users wi l l  adhere to this pol icy.   The Ci ty  of  Detroi t  has 
software and systems in place that  can monitor  and record al l  Internet usage.  Ci ty  of 
Detroi t  reserves the r ight  to inspect  any and all  f i les stored in pr ivate areas of  our  
network in order to assure compl iance with pol icy.  Sexual ly expl ici t  mater ial may 
not be displayed, archived, stored, distr ibuted, edi ted or recorded using  Ci ty of 
Detroi t  network or computing resources.  Use of  any Ci ty  of  Detroi t  resources for 
i l legal act ivi ty  i s  grounds for immediate dismissal ,  and we wi l l  cooperate with any 
leg i t imate law enforcement act iv i ty.  Any software or f i les downloaded v ia the 
Internet into the Ci ty  of  Detroi t  network become the property of  the Ci ty  of Detroi t   
No employee, business partner  or  vendor , business partner  may use Ci ty  of Detroi t 
fac i l i t ies knowingly  to download or distr ibute pi rated software or data.   No 
employee, business partner or  vendor  may use the Ci ty  of Detroi t Internet fac il i t ies 
to del iberately  propagate any v i rus,  worm, Trojan horse or  trap-door  program code.  
Employees, business partners or  vendors with Internet access may not use Ci ty  of  
Detroi t  Internet fac i l i t ies to download entertainment (music ,  v ideos, cartoons,  
moves, etc . )  software, pornographic images or  games, or  to play games against  
opponents over  the Internet.  Employees, business partners or vendors with Internet 
access may not upload any software l i censed to the Ci ty  of  Detroi t  or  data owned or  
l i censed by the Ci ty  of Detroi t without explic i t  author izat ion from the manager  
responsible  for  the software or  data. 

2 .  P U R P O S E  
This pol icy  i s  intended to for  al l  Ci ty  of  Detroi t internet users.   The purpose of this 
Internet Policy  i s  to establ i sh the rules for  the use of  internet for  a l l  Ci ty  employees, 
business partners or  vendors.   This inc ludes  the sending, receiv ing, v iewing or 
stor ing  of  any kind of data and information (video, texts,  audio , pictures,  etc)  v ia 
internet whi le using the Ci ty of Detroi t Information Technology resources.  The 
Internet Pol icy appl ies equal ly  to al l  individuals granted access pr ivi leges to any Ci ty 
of  Detroi t data and information resource with the capaci ty to send, v iew, receive, or 
store data and information v ia internet.  This inc ludes employee, business partners 
or  vendors.  This policy i s  hardware independent as i t covers workstat ions ,  
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notebooks , tablets,  smart  phones assigned by the Ci ty and approved Br ing Your Own 
Device (BYOD). 

A P P R O P R I A T E  I N T E R N E T  U S A G E  I S  I M P O R T A N T  F O R  T H E  F O L L O W I N G  T H R E E  

C E N T R A L  R E A S O N S :  
1.  Employee, business partner  or vendor  Productiv ity  

•  Organizat ions typical ly  measure productivi ty  based on spec i f ied goals and  
object ives,  as wel l  as by examining how employees, business partners or  
vendors al locate their t ime. Management should have the information i t 
needs to examine how employee, business pa rtner  or  vendors spend their 
t ime on the Internet. 

2.  Network Bandwidth and Resources 

•  Internet access i s  not  f ree.  Excessive non-business usage of  the Internet 
resul ts in  real  costs to the organizat ion and i s monitored. For  example:  the 
cost  to upgrade network resources such as leased l ines,  routers,  d isk storage, 
and pr inters in order to handle increased load; as wel l  as the cost  of wasted 
t ime caused by slow network response or  unrel iable  connect ions;  

3.  Potential  Legal  Liabi l i t ies and/or  Negative Publ ici ty  

•  Inappropr iate usage of the Internet may resul t  in  legal  l iabi l i t ies and/or  
negative public i ty to the organizat ion. Examples of  inappropr iate usage 
inc lude, but  are not l imited to:   

o  The creat ion of ,  receipt,  d isplay or  transmission of  threatening, host i le ,  
harassing, sexual ly  and/or  rac ial ly of fensive language or any other 
communicat ion that  i s  deemed inappropr iate.  

o  The creat ion of ,  receipt,  d isplay or  transmission of  certain data and 
information may v iolate software l i censing laws and may const i tute i l legal 
downloading;   

o  Certain act iv i t ies on the internet may qual i fy as impermissible  personal  
business conducted from a Ci ty  of Detroi t ’s server ;  and/or   

o  Certain act iv i t ies can resul t  in  connect ion with inappropr iate si tes on the 
Internet al lowing the Ci ty  of Detroi t ’s domain to be captured, possibly  
resul t ing  in negative publ ic i ty . 

3 .  P O L I C Y  P R O V I S I O N S  

G E N E R A L  
1.  The Ci ty  of  Detroi t  has software and sy stems in place that  monitor  and record al l  

Internet usage. Our secur i ty  systems are capable of  recording ( for each and 
every user)  each Wor ld Wide Web si te v isi t  and each email  message into and out 
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of  our  internal  networks,  and we reserve the r ight to do so at  any t ime. No 
employee, business partner  or  vendor should have any expectat ion of  privacy as 
to his or  her  Internet usage.  Our  managers wi l l  review Internet activ i ty  and 
analyze usage patterns and they may choose to publ ic i ze this data to assure that 
Ci ty  of  Detroi t internet resources are devoted to maintaining the highest  levels 
of  productiv i ty.  See sect ion t i t led “Monitor ing” .  

2.  City  of  Detroi t  reserves the r ight  to inspect  any and al l  f i les stored in private 
areas of  our  network, Ci ty  assigned mobi le  device or  when using  the BYOD 
concept in  order  to assure compl iance with policy.  

3.  The display of  any kind of sexual ly  explic i t  image or  document on any Ci ty  of 
Detroi t  system is a  v iolat ion of  our  pol icy  on sexual  harassment.  In  addit ion, 
sexual ly  expl ici t  mater ial may not be archived, stored, distr ibuted, edi ted, or 
recorded using our  network or  computing resources.  

4.  The Ci ty  of  Detroi t uses independently-suppl ied software and data to identi fy 
inappropr iate or sexual ly  explic i t Internet si tes.  We may block access f rom 
within our networks to al l  such si tes that  we know of. I f  you f ind yoursel f 
connected acc idental ly  to a si te  that  contains sexual ly  expl ic i t  or  of fensive 
mater ial ,  you must  disconnect  f rom that  si te  immediately,  regardless of  whether  
that  si te  had been previously  deemed acceptable  by any screening or rat ing 
program. 

5.  The Ci ty  of  Detroi t Internet fac il i t ies and computing resources must  not be used 
to v iolate the laws and regulat ions of  the United States or  any ot her  nat ion, or  
the laws and regulat ions of  any state, c i ty ,  province or other  local  jur i sdict ion in 
any material way. Use of any Ci ty of Detroi t resources for i l legal act iv i ty i s 
grounds for  immediate dismissal  and we wi l l  cooperate with any leg i timate law 
enforcement act iv i ty. 

6.  Each employee, business partner  or vendor  using  the Internet faci l i t ies of the 
Ci ty  of  Detroi t shal l  identi fy  himsel f or hersel f  honest ly ,  accurately  and 
completely,  when sett ing  up accounts on outside computer systems.  

7.  Only those employee, business partner  or  vendors or  of f ic ia ls who are 
author ized to speak to the media,  to analysts or  at  publ ic  gatherings on behal f 
of  the Ci ty  of  Detroi t  may speak/wr i te  in  the name of  the Ci ty  of Detroi t in  any 
e lectronic  communicat ions.  Where an indiv idual  part ic ipant i s  identi f ied as an 
employee, business partner or vendor  or agent of the Ci ty  of Detroi t  the 
employee, business partner  or  vendor  must  refrain f rom any pol i t ical  advocacy 
and must refrain from the unauthor ized endorsement or  appearance of 
endorsement by the Ci ty of  Detroi t  of  any commercial product  or service not 
sold or  serviced by Ci ty  of  Detroi t ,  i ts  subsidiar ies or  i ts  af f i l iates.  

8.  The Ci ty  of  Detroi t  retains the copyr ight  to any mater ial posted on the Internet 
by any employee, business partner  or  vendor in the course of  his or her duties. 
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9.  Employee, business partner  or  vendors are reminded that  i t  i s  inappropr iate to 
reveal  conf idential data and information, and any other mater ial covered by 
exist ing  Ci ty  of  Detroi t  secrecy pol icies and procedures on the Internet. 
Employee, business partner  or  vendors releasing  such conf idential  data and 
information—  whether or not the re lease i s inadvertent —  wi l l  be subject to the 
penalt ies provided in exist ing  Ci ty  of  Detroi t  pol ic ies and procedures.   This type 
of  information inc ludes: 

•  PI I  - Personal ly  Identi fiable  Information 

•  PHI  –  Protected Heal th Information 

•  FTI  –  Federal  Tax Information 

10.  Use of  Ci ty  of  Detroi t  Internet access fac i l i ties to commit  infract ions such as  
misuse of  Ci ty of  Detroi t assets or  resources,  sexual  harassment, unauthor ized 
publ ic  speaking and misappropr iat ion of  intel lectual  property are also prohibi ted 
by general  Ci ty  of Detroi t  pol icy  and wi l l  be sanct ioned under  the relevant 
provisions of  the Ci ty  of  Detroi t  Code of Conduct  

11.  Because a wide var iety of  mater ials may be considered offensive by col leagues, 
const i tuents or  suppl iers,  i t  i s  a  violat ion of Ci ty  of  Detroi t  pol icy  to store, v iew, 
pr int ,  or  redistr ibute any document or  graphic fi le  that  i s  not  di rect ly  re lated to 
the user ’s job or  the Ci ty  of  Detroi t  act ivi t ies. 

12.  Employees, business partners or vendors may use their Internet fac i l i ties for 
non-business research or  browsing during  meal t ime or  other breaks,  or outside 
of  work hours,  provided that  all  other usage pol ic ies are adhered to. 

13.  Employees, business partners or vendors with Internet access must take 
part icular care to understand the copyright,  trademark, l ibel ,  s lander , and public 
speech control  laws of  a l l  countr ies in  which this governmental  agency maintains 
a business presence, so that  our  use of  the Internet does not inadvertently 
v iolate any laws which might be enforceable against  us.  

14.  Employees, business partners or  vendors with Internet access may not use Ci ty 
of  Detroi t  Internet fac i l i t ies to download images or  v ideos unless there i s  an 
express business-re lated use for  the material .  

15.  Employees, business partners or vendors with Internet access may not upload 
any software l i censed to the Ci ty of  Detroi t or data owned or l i censed by the 
Ci ty  of  Detroi t without the express author izat ion of  the manager responsible  for 
the software or  data. 

T E C H N I C A L  
16.  User  IDs and password s help maintain indiv idual  accountabi l i ty  for  Internet 

resource usage.  Any employee, business par tner  or  vendor  who obtains a 
password or  ID for  an Internet resource from Ci ty  of  Detroi t  must  keep that  
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password conf idential .  Ci ty  of  Detroi t  pol icy  prohibi ts the shar ing  of  user  IDs or  
passwords obtained for  access to Internet si tes. 

17.  Employees, business partners or vendors should schedule communicat ions -
intensive operat ions such as large f i le  transfers,  v ideo downloads, mass e-
mai l ings and the l ike,  for  of f -peak times. 

18.  Any f i le  that  i s  downloaded must be scanned for  v i ruses before i t  i s  run or 
accessed.  

S E C U R I T Y  
19.  The Ci ty  of  Detroi t  has instal led an Internet f irewal l  to assure the safety and  

secur i ty  of  the agency ’s networks.  Any employee, business partner  or  vendor 
who attempts to disable,  defeat,  or  c i rcumvent any securi ty  fac i l i ty wil l  be 
subject  to immediate dismissal .  

20.  Fi les containing  sensi t ive Company data and inf ormation, as def ined by exist ing  
data secur i ty  policy that  are transferred in any way across the Internet must  be 
encrypted. 

21.  Only those Internet services and funct ions with documented business purposes  
for  this agency wi l l  be enabled at  the Internet firewal l .  

4 .  P O L I C Y  N O N - C O M P L I A N C E  
Non-Compl iance of  this policy  may resul t  in  any or  al l  of the following: 

1.  Violators may be prosecuted under the laws appl icable  in  the U.S. 

2.  Violat ion of  Ci ty  of Detroi t ’s code of conduct. 

3.  Potential  d isc iplinary act ions. 

4.  Termination of  al l  network access and IT services by the ITS Department. 

5 .  E X C E P T I O N S  
The ITS Steer ing  Committee must  approve any exceptions to this pol icy. 

6 .  A D D I T I O N A L  I N F O R M A T I O N  

M O N I T O R I N G  I N T E R N E T  U S A G E  
The Ci ty  of  Detroi t  has the r ight  to monitor usage of  the organizat ion-provided 
internet fac il i t ies by users,  inc luding but not l imited to, reviewing a l i st  of  the si tes 
accessed by an indiv idual.   The access to the internet provided by the organizat ion i s  
for  business purpose s and the internet should b e used in accordance with the pol icy 
provisions set  forth above.   A Ci ty  of Detroit  internet user should not have an 
expectat ion of  pr ivacy in the use of the Ci ty  of Detroi t  -provided internet fac i l i ties 
nor  should they have an expectat ion of privacy in the data and information 
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exchanged.  V iolat ion of  the internet pol icy or  fa i lure to comply with monitor ing  
guidel ines can lead to disc ipl inary and/or  legal consequences.    

M O N I T O R I N G  A P P R O A C H  
•  The Ci ty  of  Detroi t  may monitor  internet usage on a per iodic  basis (dai ly ,  weekly,  

monthly,  and bimonthly) and may generate internet usage reports to ensure 
pol icy  compl iance. 

•  Violat ion of the terms of the above-referenced Internet Usage Pol icy,  provisions  
of  other  re levant Ci ty  of Detroi t pol icies,  federal ,  state or  local laws wil l  
const i tute non-compl iance that can carry disc ipl inary or legal  consequences,  
inc luding but not l imited to cr iminal prosecution.  

•  An employee, business partner  or  vendor  may be noti f ied of  non-compl iance with 
the Internet Usage pol icy,  and/or  provisions of  other  re levant Ci ty  of Detroi t 
pol ic ies,  federal ,  state or  local  laws. 
 
 


